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1 Disclaimer 

Every attempt has been made to make this document complete, accurate and up-to-date. However, readers 

are cautioned that changes to local regulations or product improvements may cause SMA Germany to 

make changes to this document without advance notice.  SMA Germany shall not be responsible for any 

damages, including indirect, incidental, or consequential damages, caused by reliance on the material pre-

sented, including, but not limited to, omissions, typographical errors, arithmetical errors or listing errors in 

the content material. 

 

It is therefore recommended that you always check for the latest version prior to following the instructions in 

this document. 
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2 Scope 

This document is intended to cover the following: 

a. API Tutorial using POSTMAN (Through the custom workflow). 

b. Common error responses that occur when making requests to the API. 

c. An overview of the information you can pull from the API. 
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3 Postman Collection 

Postman is a graphical API testing platform. A postman collection can be downloaded at the bottom of this 

page. However, it purely uses the sandbox URLs. 

 

3.1 Setting up the Collection 

The SMA POSTMAN Collection setup will be discussed in the following section as well as the usage and 

adaptation of queries to the productive environment.  

3.1.1 How to import a collection 

Step 1: Open Postman and navigate to the “Collections” tab. 

Step 2: Click on the “Import” button. 

https://developer.sma.de/sma-sandbox-apis.html
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Step 3: Choose the source type, “File”. 

Step 4: Select your JSON file. 

Step 5: Now you will be able to see the imported file. 

 

Figure A: Import Collection 

 

3.1.2 How to adjust the Collection to Productive 

The resource server on SMA production environment is named https://monitoring.smaapis.de.  

 

 

3.2 Using the API with Postman 

The POSTMAN collection will automatically use the most recent access and refresh tokens generated. After 

sending the “01 Plants List” request under the “MonitoringApi” folder which is inside “API Calls – Examples” 

folder, you should get the response: 

https://monitoring.smaapis.de/
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Figure B: Plant list response 

 

You can then send the request “02 Device List for Plant” and so on.  

The above request should give the response: 

 

Figure C: Plant list response 
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4 API Tutorial (Using POSTMAN) 

4.1 Initial setup 

To access plant data, you first need to get Client Credentials (Client ID and Client Secret). 

For this, go to Contact (sma.de): Select the API’s you are interested in. Then fill out and submit contact 

information. 

 

Figure 1: Contact page 

 

Following the completion of your request and signation of contract/trials form that will be sent to you, the 

API Developer Support team will forward an email to you containing your Client Credentials. These creden-

tials function as your login and password, granting access to the APIs. The client ID serves as a public 

https://www.postman.com/
https://developer.sma.de/contact.html
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identifier for your application, while the client secret is a confidential piece of information known only to the 

application and the authorization server. 

4.2 API Authorization: Custom flow 

The technical tutorial on API Access Control | SMA Developer Portal | SMA Developer Portal  is held simply 

and is designed for a direct communication with servers or services through API calls without the need for a 

graphical user interface (GUI) provided by a web browser.  

The Custom Grant flow and how-to will be covered in the next section using POSTMAN for a better under-

standing. 

4.2.1 Token Acquisition 

The first step is to generate an access and refresh token. This is done by sending a post request to the 

authorization URL. When interacting with the sandbox environment use https://sandbox-

auth.smaapis.de/oauth2/token, however for production use https://auth.smaapis.de/oauth2/token.  

The following settings were used (Enter your own client id/secret): 

  

Figure 2: Authentication header settings 

https://developer.sma.de/api-access-control#c59491
https://developer.sma.de/api-access-control
https://sandbox-auth.smaapis.de/oauth2/token
https://sandbox-auth.smaapis.de/oauth2/token
https://auth.smaapis.de/oauth2/token
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  Figure 3: Authentication body settings 

 

The Content-Type will always be set to “application/x-www-form-urlencoded”. The grant type is set to “cli-

ent_credentials” when logging in. Then press the [send] button. The results should appear as follows: 

 

Figure 4: Access and Request tokens 

The access token will expire in 300 seconds and the refresh token will expire in 1800 seconds as shown by 

the output.  
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Figure 5: Refresh token retrieval 

Change grant type to “refresh_token” and add the refresh token to body. Sending this request will make 

you use of the grant_type: refresh_token. This is to maintain the session and request new AccessToken & 

RefreshToken pair. 

4.2.2 Requesting plant access. 

Send the request to the plant owner. To do this, use the URL https://sandbox.smaapis.de/oauth2/v2/bc-

authorize for testing (Sandbox) and https://async-auth.smaapis.de/oauth2/v2/bc-authorize for production. 

Use the settings: 

https://sandbox.smaapis.de/oauth2/v2/bc-authorize
https://sandbox.smaapis.de/oauth2/v2/bc-authorize
https://async-auth.smaapis.de/oauth2/v2/bc-authorize
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Figure 6: Plant access request 

Replace the random string of characters after “Authorization: bearer “ with your access token. 

When moving into production, replace the email address of loginHint to the email address of the plant owner 

whose plant data you want to access/monitor. 

The result should look like the following (expiring 7 days after reqest): 
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Figure 7: Plant access “pending” response 

The "loginHint" must be the same email address of the plant owner to obtain plant data access permission. 

Now an email will be sent to the plant owner while you will be waiting for the plant owner to accept your 

request to access. 

4.2.3 Accepting the permission request (For the Sandbox) 

This request simulates “accepting” the permission request for plant access. The URL is: https://sand-

box.smaapis.de/oauth2/v2/bc-authorize/apiTestUser@apiSandbox.com/status. 

 

Figure 8.a.: Accepted plant access. 

https://sandbox.smaapis.de/oauth2/v2/bc-authorize/apiTestUser@apiSandbox.com/status
https://sandbox.smaapis.de/oauth2/v2/bc-authorize/apiTestUser@apiSandbox.com/status
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Figure 8.b.: Accepted plant access. 

You can also reject or revoke access by changing the state to “reject” or “revoked”. The revoked state will 

remove permission from requests that were previously confirmed. 

4.2.4 Checking plant access rights 

Sandbox URL: https://sandbox.smaapis.de/oauth2/v2/bc-authorize/apiTestUser@apiSandbox.com, 

Production URL: https://async-auth.smaapis.de/oauth2/v2/bc-authorize/{loginHint} 

 

Figure 9: request status settings and response 

Send the GET request once the plant owner has confirmed the consent email. Or resend the request every 

1800 seconds until the state is no longer pending (accepted/rejected/revoked). You may need to refresh 

the token (or login again). 

Note: In the case a request hasn’t been sent before, you will get a response similar to: 

https://sandbox.smaapis.de/oauth2/v2/bc-authorize/apiTestUser@apiSandbox.com
https://async-auth.smaapis.de/oauth2/v2/bc-authorize/%7bloginHint%7d
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Figure 10: expirationDate = ‘0001-01-01T00:00:00.0000000’ 

You can use the expiration date to test whether an expiration date has already been noted. 

The first response in figure 10 is telling that a bc-autorizing step is needed before checking the status. The 

second figure displays a response that can occasionally occur when sending a permission request or after 

investigating, you may find out, that the user (eMail address you used) is not a plant owner. Hence, no 

permission request will be sent out. 

Normally, when the loginHint does in fact not involve to a plant owner, you will receive the following output: 

 

Figure 11: No privileges as plant owner 

 

4.2.5 Logging Out 

Logging out sessions once they are done being used is necessary as a maximum amount of sessions per 

client may be added in the future. 

Sandbox URL: https://sandbox-auth.smaapis.de/oauth2/logout 

Production URL: https://auth.smaapis.de/oauth2/logout 

https://sandbox-auth.smaapis.de/oauth2/logout
https://auth.smaapis.de/oauth2/logout
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Settings: 

 

Figure 12: Logout settings 

It should return an empty response with the status code 204. 

Now you can use the API to access the owner’s plants/plant data. 

The swagger docs can be accessed here. 

Use either URL depending on what your testing: 

• Sandbox: https://sandbox.smaapis.de/monitoring/v1/plants  

• Production: https://monitoring.smaapis.de/v1/plants  

Use the following settings (with your access token after “Bearer”): 

 

Figure 6: Get Plants API settings 

You should get the response: 

https://developer.sma.de/sma-apis.html
https://sandbox.smaapis.de/monitoring/v1/plants
https://monitoring.smaapis.de/v1/plants
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Figure 7: Get Plants response 
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5 API Common errors 

5.1 Error 415 – Unsupported Media Type (Cannot consume Content-

Type) 

The content type is not valid for the given request. 

 

Figure 15: Unsupported Media Type 

 

Correct content types for the following requests: 

a. POST /oauth2/token ➔ “Content-Type”: “application/x-www-form-urlencoded” 

b. POST /oauth2/v2/bc-authorize ➔ “Content-Type”: “application/json” 

c. POST /oauth2/logout ➔ “Content-Type”: “application/x-www-form-urlencoded” 

 

5.2 Error 400 – Bad Request (Missing form parameter: grant_type) 

 

Figure 16: Grant type missing 

This error can mean a couple of things. First check if “grant_type” was sent in the body. Another possible 

cause is that you did not send the “Content-Type” header or sent the incorrect type. For example, 
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“application/json” was sent instead of “application/x-www-form-urlencoded”. For more information about 

content type to use check section 4.1 for authorization API endpoints or here if you are accessing or setting 

plant data.  

 

5.3 Error 400 – Bad Request (Invalid client credentials) 

 

Figure 17: Invalid client credentials 

This error can be caused by either an invalid id or secret, or if the client_id was not sent at all. However, this 

error occurs mostly when you attempted a request to an authorization server e.g. Custom flow: https://sand-

box-auth.smaapis.de/oauth2/token when you actually received client credentials for the Code flow: 

https://sandbox-auth.smaapis.de/oauth2/auth.  

 

5.4 Error 401 – Unauthorized (Token is not active) 

 

Figure 18: Session expired. Unauthorized. 

This occurs when the token used is more than 1800 seconds old (i.e. expired). 

  

https://developer.sma.de/sma-apis.html
https://sandbox-auth.smaapis.de/oauth2/token
https://sandbox-auth.smaapis.de/oauth2/token
https://sandbox-auth.smaapis.de/oauth2/auth
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6 API overview 

6.1 Monitoring API 

The SMA monitoring API can get information on plant groups, specific plants and specific devices within 

those plants. This includes: 

a. The plant group’s: 

i. Logs 

ii. Individual plants 

b. The plant’s: 

i. Id 

ii. Name 

iii. Location 

iv. Status 

v. Nominal power 

vi. Feed in tariff 

vii. CO2 savings 

viii. Orientation 

ix. Sub-plants 

x. Devices 

xi. Stakeholders 

xii. Configuration 

xiii. Power/Energy consumption 

xiv. Battery statistics (voltage, current, temperature, etc.) 

xv. Logs 

c. The specific device’s: 

i.  Static information (Id, name, time zone) 

ii. Characteristics 

iii. Status 

iv. Capabilities (i.e. Generator power and battery capacity) 

v. Movement of power (Energy consumption, production and battery charging + dis-

charging) 

vi. Battery statistics (voltage, current, temperature, etc.) 

vii. Voltage, current and power phase  

https://developer.sma.de/sma-apis.html
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6.2 Grid Control API 

You can schedule commands to be run at specific times (for a specific duration) that can: 

- Set the maximum power generation 

- Disconnect the system from mains 

- Set the power factor 

You can also manage plant settings such as Active Power Ramp, Active Power Fixed Limit, Active Power 

Default Dynamic Target, Active Power Volt Watt Curve, Active Power Freq Watt, Reactive Power Mode 

Unspecific, Reactive Power Mode Injecting And Absorbing, Reactive Power Volt Var Curve, Energize, Volt-

age Fault Ride Through Must Trip, Frequency Fault Ride Through Must Trip Settings. 

 

6.3 GeoForecast API 

This API can do weather and power forecasts. 

This API can do weather forecasts by sending the location of the plant which then returns the temperature 

and weather conditions (i.e. Cloudless, Heavy snow fall). 

By sending both the location and generator specifications, the average AC power throughout the given day 

can be found. 

 

6.4 Live API 

This API provides live data from plants and their devices. 

For devices, it can provide the constitution of what is supplying the power (Between the solar panels, battery 

and the grid). As well as the battery charge, device status and the total amount of power consumed by the 

device. 

For the solar plants you can get their configuration, measurements, status and any errors. The measurements 

include the power generated by the PV inverters, total consumption and grid feed in. 
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6.5 Smart Home API 

The Smart Home API returns detailed information about smart home device settings (Such as for EV charging 

or for Power sockets). This is currently only available for systems with home managers. 


